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PURPOSE: This Supplemental Instruction (SI) sets forth the Department of
Energy (DOE) requirements pertaining to foreign ownership,
control, or influence (FOCI).

POLICY: The Laboratory must protect against an undue risk to the
common defense and security that may result if classified
information or special nuclear material is made available to
subcontractors that are owned, controlled, or influenced by
foreign governments, individuals, or organizations.

SCOPE: This SI applies to

• Subcontracts involving access to classified information,
unescorted access to Laboratory security areas, or
access to significant quantities of special nuclear material
(SNM);

 
• Subcontracts requiring personnel security access

authorizations regardless of whether the work being
performed is classified;

 
• All lower-tier classified subcontracts; and
 
• Existing subcontracts for which one of the above criteria

becomes applicable subsequent to award.
 

 Exceptions  This SI does not apply to
 

• Existing subcontracts unless a subcontract is modified to
require access authorization(s);

 
• Individuals performing work under consultant agreements

(see SP 37.1, Consultants and Personal Services); or
 
• Subcontracts with local, state, or Federal governmental

agencies.  However, the affected subcontract must
contain a security clause stating that if the governmental
agency subcontracts any work to a commercial entity, the
provisions of this SI apply.

 
 DEFINITIONS:  

 Access  Access refers to the following:
 

• The knowledge, use, or possession of classified or other
sensitive information required by an individual to perform
his/her official duties that is provided to the individual on a
need-to-know basis;
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 • Situations that may provide an individual proximity to or

control over SNM;
 

• The ability and opportunity to obtain knowledge of
classified information; or
 

• Unescorted access to Laboratory security areas.
 

 Classified
Subcontract

 As used herein, a classified subcontract includes subcontracts
that may require access to classified information, unescorted
access to Laboratory security areas, access to SNM, or
generation of classified information or material.
 

 Foreign Interest  A foreign interest is
 

• A foreign government or foreign government agency;
 
• Any form of business enterprise organized under the laws

of any country other than the United States (U.S.) or its
possessions;
 

• Any form of business enterprise organized or incorporated
under the laws of the U.S. or a state or other jurisdiction
within the U.S., which is owned, controlled, or influenced
by a foreign government, agency, firm, corporation, or
person; or
 

• Any person who is not a U.S. citizen.
 

 Foreign Ownership,
Control, or Influence
(FOCI)

Foreign ownership, control, or influence refers to a situation in
which the degree of ownership, control, or influence over a
subcontractor by a foreign interest is such that a reasonable
basis exists for concluding that compromise of classified
information or SNM may result.
 

      Key Management
      Personnel

 Key Management Personnel includes those individuals who hold
the positions of president, chairman of the board, Facility Security
Officer (FSO), and any shareholder with more than 20% of the
company’s stock.
 

 Security Area  A security area is a physically defined space containing classified
documents, information, or material and subject to physical
protection and personnel access controls that include the
requirement for escort of uncleared visitors.
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 Significant Changes  Significant changes means the following:

 
• Any change in ownership or control that must be reported

to other federal agencies;
 

• Acquisition of five percent or more of a subcontractor’s
securities by foreign institutions;

 
• Changes (either acquisitions or divestitures) in foreign

holdings that would result in a significant increase or
decrease in foreign derived income;

 
• Changes in foreign directors, officers, and executive

personnel;
 
• Any income from a new foreign country or a 10 percent or

more increase in income from a country currently
providing income;

 
• A ten percent or more indebtedness to one foreign country

or lending institution when voting stock is provided as
collateral, when a foreigner is appointed to the board of
directors, or when payments are in default;

 
• A two percent or more increase in income from a

sensitive country;
 
• Information from SEC Schedule 13D or 13G that shows

one foreign investor has five percent or more of a
contractor’s securities; or

 
• Any changes or additions in foreign citizens employed by

or who visit the subcontractor’s place of business in a
capacity which may permit them to have access to
classified information or a significant quantity of SNM.

 
 Significant
Quantities of
Special Nuclear
Materials (SNM)

 Significant quantities of SNM means unclassified SNM not subject
to a Nuclear Regulatory Commission (NRC) license in one facility
or one shipment in the following quantities:
 

• Uranium 235 (contained in uranium enriched 20 percent or
more in the uranium-235 isotope) alone or in combination
with plutonium and/or uranium 233 when (multiplying the
plutonium and/or uranium-233 content by two-and-a-half)
the total is 100 grams or more;
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 • Plutonium and/or uranium 233 when the plutonium and/or

uranium-233 content is 400 grams or more; or
 

 • SNM in lesser quantities that is located in the same area
or shipment with other SNM with which it could be
selectively combined to produce the equivalent quantities
described above.

 
 Special Nuclear
Material (SNM)

 SNM means (1) plutonium, uranium enriched in the isotope 233 or
in the isotope 235, and any other material which pursuant to the
provisions of Section 51 of the Atomic Energy Act of 1954, as
amended, has been determined to be special nuclear material,
but does not include source material; or (2) any material artificially
enriched by any of the foregoing, but does not include source
material.
 

 PROCEDURES:
      Requester’s
      Predetermination
 

 
 As part of the purchase request, the requester must notify the
procurement specialist if the subcontract will be classified (see
definition for classified subcontracts).
 
 Note:  If the subcontract falls under Scope above, no award may
be made until DOE renders a FOCI determination.
 

    Solicitations
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
     Subcontractor FOCI
     Status

 In the case of competitive acquisitions, only the apparent
successful offeror, is required to submit FOCI information unless
there is insufficient lead time between selection and award.
 
 If it appears that there will be insufficient time to obtain and
process a FOCI certification between selection of a subcontractor
and award of a subcontract, submittal packages may be
requested from all offerors as part of the solicitation.
 
 Note: DOE will not process clearances for each offeror

unless there is insufficient time to obtain the submittal
package and the DOE determination before award of the
subcontract.

 
 For critical time requirements, a submittal package may be
submitted to DOE for prescreening.
 
 No Current FOCI — If the prospective subcontractor has not
received a FOCI determination from DOE within the past five
years, a FOCI package consisting of the following documents,
must be completed and submitted to the FOCI point-of-contact
(POC) in Information and Personnel Security (S-6):
 
 

http://www.lanl.gov/orgs/s/s6/foci/foci.html
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 • FOCI Cover Sheet (Form 405a)

• Summary FOCI Data Sheet (Part I) and FOCI Submittal
Package Checklist (Part II) (Form 405b)

 • FOCI Representations and Certifications/Certificate
Pertaining to Foreign Interests (Form 405c)

Note: The Certificate Pertaining to Foreign Interests can
also be found on the web.

 
 • Instructions and Definitions for Completion of the

Certificate Pertaining to Foreign Interests (Form 405d)
 

• Department of Energy List of Sensitive Countries (Form
405e)

 
 • List of Owners, Officers, Directors, & Executive

Personnel (OODEP) (Form 405f)
 
• Representative of Foreign Interest (RFI) Statement (Form

405g)
 
• Contract Security Classification Specification (CSCS)

(Form 405h)
 

• Shareholders (Form 405i)
 
 In addition, the subcontractor must submit a copy of its latest
annual report, 10K Report, and, if prepared, 10Q Report if
registered with the Securities and Exchange Commission (SEC).
If the subcontractor is a privately owned company or a subsidiary
of another corporation and cannot provide these documents, the
appropriate official within its organization, e.g., Chief Financial
Officer, Treasurer, or Secretary, must provide the following
consolidated financial information for its organization and all its
wholly- and/or majority-owned subsidiaries and affiliates:
 

 • Assets, current and total,
• Liabilities, current and total,
• Stockholder’s equity,
• Revenue and net income, and
• The amount of revenue derived from foreign interests.

 
 
 

http://bus.lanl.gov/bus5/forms/form405a.doc
http://bus.lanl.gov/bus5/forms/form405b.doc
http://bus.lanl.gov/bus5/forms/form405c.doc
http://web1.whs.osd.mil/forms/SF0328.pdf
http://bus.lanl.gov/bus5/forms/form405d.doc
http://bus.lanl.gov/bus5/forms/form405e.doc
http://bus.lanl.gov/bus5/forms/form405f.doc
http://bus.lanl.gov/bus5/forms/form405g.doc
http://bus.lanl.gov/bus5/forms/Form405h.doc
http://bus.lanl.gov/bus5/forms/form405i.doc
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  Note: The Contract Security Classification Specification (CSCS)
(Form 405h) is completed by the procurement specialist and the
requester and also included with the submission.
 
 Note:  Effective 5/99 and until further notice, no new FOCI
packages will be processed by DOE.
 

  Current FOCI — If a subcontractor has received a FOCI
determination from DOE within the past five years, the
procurement specialist and the requester need to submit only a
CSCS (405h) to the S-6 FOCI POC.  The POC will request
verification of the facility clearance and level in SSIMS from
DOE/AL prior to submitting the CSCS to DOE/AL for registration
into SSIMS.
 
 Upon verification and registration, the POC will sign the CSCS
and mail the hard-copy to DOE/AL. The POC will email the buyer
that the CSCS form has been signed and the subcontract may be
awarded.  The CSCS will be returned to the procurement
specialist.
 
 Note:  Verification of the subcontractor’s facility clearance in
SSIMS must reveal the same level of clearance as is required by
the LANL subcontract.  For example, if SSIMS identifies ABC Co.
with a valid facility clearance, but the company is only cleared at
the Secret Formerly Restricted Data (L) level, and the LANL
subcontract requires the Q level, either the work must be
downgraded to reflect same level, or the requesting organization
must absorb the cost of upgrading the subcontractor’s key
managers from L’s to Q’s, contingent upon the availability of Q
clearances for LANL (currently at zero).
 

  Upon verification and registration, the POC will sign the CSCS
and mail the hard-copy to DOE/AL. The POC will email the buyer
that the CSCS form has been signed and the subcontract may be
awarded.
 

  Note: Any future changes to the subcontract, such as extensions
to the period of performance, change of buyer code, etc., require
the CSCS to be revised and DOE/AL to be notified.  To revise the
CSCS, check and initial the "Revised" box under No. 2 on the
405h form in the subcontract file. Also supply a brief description of
the change is this box.  If the contract is cancelled, terminated, or
when completed, check and initial the "Final" box under No. 2.
Resubmit the CSCS to the S-6 POC for an update into SSIMS.  If
the CSCS is unavailable, a SSIMS printout may be used.
 
 



Los Alamos National Laboratory  Supplemental Instructions
Section:           4                Administrative Matters                                                      
Subject: 4.5 Foreign Ownership, Control, or Influence

Rev. Date: 7/99 Supplemental Instruction for LANL Page 7 of 11

 
 

 FOCI clearances issued by the Department of Defense (DoD)
must be verified in the Defense Security Service/Central
Verification Activity (DSS/CVA) by the POC and DOE/AL must
approve the CSCS.  Upon verification and approval by DOE,
award may be made.

 
 

 
 Note:  Information submitted by the subcontractor must be treated
by the Laboratory as business or financial information
 Submitted in confidence to be used solely for purposes of
evaluating FOCI.
 

 Submission to DOE  One copy of the completed FOCI submittal package and/or the
CSCS and all additional required information shall be transmitted
to the Safeguards and Security Division/Laboratory Management
Branch (SSD/LMB), Department of Energy (DOE), Albuquerque
Area Office via the S-6 POC.
 

 Schedule  Complete FOCI submittal packages must be submitted to
SSD/LMB (Safeguards and Security Division/Laboratory
Management Branch) at least 35 working days before the
anticipated date of the subcontract award.
 

 Notification of FOCI
Determination

 Once a FOCI determination has been received from DOE, the
subcontractor must be promptly notified of the following:
 

• DOE has reviewed the FOCI submission and determined
that the organization is/is not under FOCI;

 
 • As noted in the DOE determination, which key

management personnel must possess an access
authorization to the highest-level of facility clearance;

 
• The subcontractor’s FOCI obligations, such as the

appointing of a Facility Security Officer (FSO) and
ensuring the prompt return of badges; and

 • The DOE office responsible for rendering the FOCI
determination and to whom the subcontractor must inform
of any significant changes in foreign involvement.

 
 See Exhibit 4.5j for a sample of a letter to send the subcontractor.
 

      Cancellation of
      FOCI Review

 A requested FOCI review can only be canceled by memorandum
or email to DOE through the S-6 POC.
 
 
 
 

http://bus.lanl.gov/bus5/sis/4-5j.PDF
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 Notification of Award  DOE must be provided immediate written notification of (1) the
offeror/bidder who was awarded the subcontract and (2) any
offeror/bidder(s) who was not awarded the subcontract but was
rendered a FOCI determination.
 

 Notification of
Changes in Foreign
Involvement

 Subcontractors must provide written notification to DOE, through
the procurement specialist, of anticipated significant changes in
their foreign involvement. Such changes include, but are not
limited to
 

• Change(s) to the initial FOCI comprehensive
representation;

 
• Change(s) to the OODEP list;
 

• When five years have elapsed since the previously
provided FOCI representations and certifications were
executed;

 • When DOE considers a relevant change in the nature of
FOCI that poses an undue risk to the common defense
and security;

 • Imminent reorganization in bankruptcy;
 
• Changes in ownership or control which are required to be

reported to the Securities and Exchange Commission, the
Federal Trade Commission, or the Department of Justice;

 
 • Discussions or consultations with foreign interests; and

 
• Negotiations for the sale of securities to a foreign interest.

 
 Reducing or
Negating
Unacceptable FOCI

 Prior to issuing a FOCI determination, DOE may advise the
procurement specialist of necessary security measures the
subcontractor must take to negate or reduce FOCI to an
acceptable level. DOE may direct that the subcontractor
 

 • Discontinue performing work requiring access
authorization(s);

• Modify or terminate any agreements with foreign interests;

• Diversify or reduce agreements with foreign interests;
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 • Diversify or reduce income received from foreign interests;
 

• Assign specific security duties and responsibilities to
selected officials of the organization; or

 
• Create special executive level committees to consider and

oversee classified information and/or SNM.

When the subcontractor is controlled by a parent organization
who is not performing work for DOE which requires an access
authorization(s), DOE will obtain written assurance from the
subcontractor and its parent organization(s) to exclude the parent
organization from having unauthorized access.

Identification of
FOCI After Award

If FOCI is determined to apply to a subcontractor after
subcontract performance has begun, a FOCI submittal package
must be obtained from the subcontractor and forwarded to DOE
for approval along with a memorandum detailing the
circumstances of the FOCI situation.

DOE will then determine whether any further access to classified
information or to SNM could pose an undue risk to the national
security of the U.S. through the possible compromise of that
information or material.

Notification of
Termination or
Completion

DOE must be notified in writing within 30 days of the termination
of a subcontract involving FOCI. A subcontract may be
terminated either for

• Convenience, if the subcontractor becomes subject to
FOCI and, for reasons other than avoidance of
performance of the work, cannot or chooses not to
mitigate the FOCI problem or

• Default if, in the opinion of the Procurement Manager in
consultation with Laboratory Counsel, the subcontractor
fails to meet its FOCI obligations, e.g., to provide the
required information, comply with DOE’s instructions
about safeguarding classified information, or make FOCI
applicable to lower-tier subcontractors, or creates a FOCI
situation to avoid performance or a termination for default.
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 REVIEW/APPROVAL:
 DOE

 
 All FOCI submittals must be reviewed and approved by DOE
regardless of whether a FOCI situation has been identified. DOE
will determine whether a reasonable basis exists for concluding
 that no compromise of classified information or SNM could result
from the award of a classified subcontract. No subcontract
subject to this SI may be awarded until DOE determination of the
FOCI situation has been obtained.
 

 RESPONSIBILITIES:
 Requester

 
 The requester must notify the procurement specialist of a
classified subcontract as part of the purchase request
submission.
 

 Procurement
Specialist

 The procurement specialist must
 

• Ensure that DOE approval is obtained for the FOCI
submission;

 
• Ensure that requesters understand that the conditions

covered under Scope will subject the subcontract to the
requirements of this SI;

 • Read and become familiar with all subcontractor
requirements as outlined in the relevant forms;

 
• Include the flowdown clauses (see Clauses, below) in all

solicitations and subcontracts involving FOCI;

 • Ensure that offerors, subcontractors, lower-tier
subcontractors, and all other parent companies, if any,
submit all required FOCI information;

 
• Forward original FOCI submissions, including all required

documentation, to the S-6 FOCI POC;

 • Notify DOE by memorandum or email through the S-6
POC of

 
 —Cancellation of a requested FOCI review;
 —The offeror/bidder who was awarded the subcontract;

and
 —Termination or completion of a subcontract involving

FOCI within 30 days.
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 • Notify the subcontractor
 

 —That DOE has rendered a FOCI determination on it its
company,

 — Which key management personnel must possess an
access authorization to the highest-level of facility
clearance;

 —Of its contractual FOCI obligations; and
 —The responsible DOE office

 
 CLAUSES:  Include the following clauses in all solicitations and subcontracts

subject to FOCI that require unescorted access into security
areas:
 

• Security (DEAR 952.204-2) (Form 765, Article A29); and
 

• Foreign Ownership, Control, or Influence Over
Subcontractors (DEAR 952.204-74) (Form 765, Article
F6).

Also include Classification (DEAR 952.204-70) (Form 765, Article
F2) when the subcontract involves generation of classified matter.

REFERENCES: Prime Contract Article 12, Clause 12.3
DOE Order 470.1, Chapters V, VI


